
Problems of Digital Preservation:

While we want our collections to be accessible, we don’t want to be 
inauthentic. Preserving format, structure, and context is all part of archival 

authenticity and provenance.

A Collaborative Solution:

If the creators of file formats took responsibility for their technologies, they 
would offer access to both new and obsolete versions. 
 Every version of every software should be ported or emulated into a 
browser-friendly cloud version, which would be accessed as required by 
creators, collecting institutions, and researchers as needed. 
 No local software or hardware installation, no DIY programming by 

institutions. 

Remotely-hosted 
software:

•	emulated to browser access
•	for access, not creation or 

modification
•	institutional accounts
•	pay-per-use / pay-period 

access

INTERIOR: REBEL BLOCKADE RUNNER -- HALLWAY

        Princess Leia is led down a low-ceilinged hallway by a squad
        of armored stormtroopers. Her hands are bound and she is
        brutally shoved when she is unable to keep up with the briskly
        marching troops. They stop in a smoky hallway as Darth Vader
        emerges from the shadows. The sinister Dark Lord stares hard
        at the frail young senator, but she doesn’t move.

LEIA: Lord Vader, I should have known. Only you could be so bold. The
Imperial Senate will not sit for this, when they hear you’ve attacked
a diplomatic...

VADER: Don’t play games with me, Your Highness. You weren’t on any
mercy mission this time. You passed directly through a restricted
system. Several transmissions were beamed to this ship by Rebel spies.
I want to know what happened to the plans they sent you.

LEIA: I don’t know what you’re talking about. I’m a member of the
Imperial Senate on a diplomatic mission to Alderaan...

VADER: You’re a part of the Rebel Alliance...and a traitor. Take her
away!

           Leia is marched away down the hallway and into the
        smoldering hole blasted in the side of the ship. An Imperial
        Commander turns to Vader.

COMMANDER: Holding her is dangerous. If word of this gets out, it
could generate sympathy for the Rebellion in the senate.

VADER: I have traced the Rebel spies to her. Now she is my only link
to find their secret base!

COMMANDER: She’ll die before she tells you anything.

VADER: Leave that to me. Send a distress signal and then inform the
senate that all aboard were killed!

           Another Imperial Officer approaches Vader and the
        Commander. They stop and snap to attention.

SECOND OFFICER: Lord Vader, the battle station plans are not aboard
this ship! And no transmissions were made. An escape pod was
jettisoned during the fighting, but no life forms were aboard.

           Vader turns to the Commander.

VADER: She must have hidden the plans in the escape pod. Send a
detachment down to retrieve them. See to it personally, Commander.

Digital creation is like any other creative act: an idea becomes modified in its expression, according 
to format. Software often contains superfluous tools and formatting that gets attached to every 
document, making “a modest dislocation between the intellectual intent of a creator of a digital 
object and the code of the file format which contains it” (Todd, 2009, p. 9). Maybe we can’t see it, 
but it’s there, and it affects how we deal with provenance and preservation. 
 Archivists must think of files as inaccurate representations of their creators’ intents, mediated 
by the process of creating and saving (and copying and moving) – in digital, everything is a copy of 
a lost original.  We must aim to solve the most challenging problems of file frameworks.

Complex digital records, often in proprietary file formats, can be:
•	 spreadsheets and databases, 
•	dynamic media generation, 

•	program-like files that respond to user input,  and
•	 files full of links to other media files.

InterPARES2 articulated some of these file concepts and problems: they have “a lack of fixed content,” 
replaced by “behavioural” content that defies preservation intervention (Todd, 2009, pg. 27).  
 The performance model helps to conceptualize these issues as a flow of information from static 
data in its purest form to the rendering observed by the user (Heslop et al., 2002). 
 In it, “every digital object is a program that has to be interpreted by a process that knows how to 
perform the commands in the formal language (the format) the program is written in” (Guttenbrunner 
and Rauber, 2012, p. 159). 

The content of a file is like a movie script: words on the page give an idea, but mean little without 
dressed actors on set. The performance model makes clear that context and form are essential to 
understanding use and intent - making obvious the inherent failure of migration and conversion.

Todd (2009) found that InterPARES2 and InSPECT favour the preservation of entire systems, 
though he thought that the scalability of the approach, at that time, was in question (p. 29).
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What’s Being Done?
In the 2010 Online Computer Library Centre Research Survey (Dooley and Luce, 2010):

•	Born-digital content is reported in 79% of the 159 responding repositories
•	Those who supplied collection sizes reported a total 85 terabytes of materials
•	Most often born-digital materials are audio/video, followed closely by textual

•	Digital management lacks: funding, planning time, and expertise

In the 2011 Canada Heritage Information Network Digital* Preservation Survey (CHIN, 2011):
•	  90% of respondents owned digital assets; 51% reported irreplaceable items
•	37% have lost access to digital materials in some way (17% “don’t know”)

•	Most common formats are image, word-processing documents, spreadsheets, and databases
•	85% create backup copies, while 67% maintain needed software; 50% convert files
•	Only 24% have digital preservation guidelines in place; 16% have policies or plans

    *    Does not differentiate between digitized and born-digital holdings.

Academic discussion still centres on whether conversion and migration are viable long-term options. 
Once these methods are discarded for being inauthentic, the technical problems of planning and 
maintaining emulation environments for access must be dealt with. 

Projects such as JHOVE and DROID help determine a file’s format and version; it is up to institutions 
to license as many software environments (and versions) as needed for their ever-growing collections.

 Collecting more information from records donors about their processes of creation - by preserving 
entire computer systems or disk images - will help. 

the creator has an idea ... 

accessed by the audience 
in controlled contexts - in 
a theatre, at home - as the 
artist intends ....

expressed in several valuable 
drafts and formats ... 
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How Should We Think About Digital Provenance and Authenticity?
Likewise, in file creation ... In artistic creation ... 

the creator’s intent gets 
mediated ... 

through the tools of creation: 
software and hardware (and skill) ... 

which means authentic 
preservation should try 
to recreate the creator’s 
environment ... 

even if it limits access to 
controlled archival environments. 
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What Should We Do Next?
Adopt the LOCKSS model: 
As our technological capability constantly improves, limitations of virtual size no longer imply the 
same limitations in physical size: an average North American digital collection can fit in a one-foot 
cube (Dooley and Luce, 2010). 
 Ask donors to contribute copies of entire hard drives, then make extra copies. It provides extra 
pieces to the puzzle of acquiring access to the desired materials. 

Collaborate, Standardize, and Lobby:
Institutions in isolation only have occasional need for born-digital access. Institutions together have 
both purchasing power and the ability to vocalize their needs with authority. 
 Software companies need to be made aware that long-term access is good business practice, and 
that the GLAM community needs their support. 
 While short-term profit is in innovation, long-term accountability is in answering clients’ needs.
And it’s more than just non-profit institutions that require this service.

Ask for Cloud Access:
The easiest method of access which does the least preservation harm is emulation. Instead of licensing 
and installing an overwhelming amount of customized software, why not access that software on a 
per-use basis? 
 As software makers move more steadily into the cloud, it becomes more conceivable that 
institutions can simply access cloud software when needed - and multiple versions of each.  

Take My Questionnaire!
If you currently work with an archival or special collection, 
even if you’ve never received a born-digital donation: 

Follow the QR link to my questionnaire
about born-digital holdings in archival 
and special collections


